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1 Context

With the emergence of IoT devices, huge amount of data are generated continuously, which of-
fers great opportunities for optimization, automation, and help in our day-by-day decisions (smart-
everything, Industry 4.0, etc.). One way of taking advantage of this knowledge is to use machine learning
(ML) techniques where data are used to train a model that is then able to make decisions according to
the situation. However, at the same time, some privacy issues arise related to the transfer and leakage
of personal, sometimes sensitive, information from end devices to central training entity in the Cloud.
To handle this issue, Federated Learning (FL) has been proposed to provide a collaborative learning
mechanism, which allows multiple parties to build a joint machine learning model. FL allows devices to
keep private data locally where they were generated (within their controlled domains). Only local model
updates are shared, typically, to a central aggregation server hosted by one of the parties or by a cloud
service provider.

Classical FL architecture is composed of two types of distributed software components : the server ;
and the associated clients. The FL server first communicates the initial global model to a set of selected
FL clients. Clients perform a training with local data during a certain number of epochs in order to obtain
the local models. Then, the clients send back their models to the central server for aggregation after a
certain number of rounds. The mechanism of client selection and scheduling are particularly crucial in
the learning process. Indeed, the server needs to select a subset of clients to distribute the global model.
This impacts the learning performance. Clients selection is a difficult task that depends on different
criteria such as system related computational, storage, and connection capacities, energy consumption,
or statistical criteria such as the IID or Non-IID data, etc.

More generally, tuning configuration for optimizing an FL performance (e.g., time-to-accuracy, test
accuracy) is a complex task. There are many ways of optimizing and parameterize an FL process, for
example, changing the FL mechanism (horizontal, vertical, etc.) ; changing the way privacy is guaranteed
(differential privacy, homomorphic encryption, etc.) ; selecting the appropriate model ; changing hyper-
parameters of the models ; changing and selecting the set of clients involved in a training round, etc. In
this internship, we are interested more particularly in the client selection mechanism.

As illustrated in the literature, client selection is difficult because of clients’ heterogeneity (both in
terms of system and data). A recent work called PyramidFL tackles this problem in [4]. Some approaches
go further and conduct a real experiment such as in [6]. In fact, the authors of FedMSA first proposes
a model selection algorithm, through the selection of training tasks. Once selected, the set of tasks are
automatically and efficiently deployed as microservices in the Cloud and the Edge computing.
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While a manual or ad-hoc way of dynamically adapting an FL approach is one possible approach,
another approach is to leverage the genericity of microservices, DevOps and reconfiguration techniques,
well adapted to dynamic changes and management, to automatically, efficiently and safely handle those
dynamic changes to any FL approach. This is the goal of FL platforms such as for instance KubeFATE 1,
Akraino 2, and OpenFL 3. However, existing platforms are quite limited regarding dynamic adapta-
tions and reconfigurations of FL approaches, and are mainly restricted to the deployment automation.

2 Work

Our goal in this internship is to further study how to leverage advanced DevOps and reconfigu-
ration techniques to offer more advanced dynamic adaptation when using FL, in particular when
optimizing heterogeneous clients selection.

To this purpose, we first plan to study a specific case-study of FL that is proposed in our research
team to handle attack detection [1] in industrial IoT (IIoT). In fact, in the context of IIoT environment,
most of the time, various types of labeled and unlabeled data are available. In order to take advantage
of both types of data without the burden of labeling all, a semi-supervised approach based on autoen-
coder (AE) called FLUIDS has been proposed. First, an AE is trained on each device (using unlabeled
local/private data) to learn the representative and low-dimensional features. Then, a cloud server aggre-
gates these models into a global AE using FL.

Second, in our research team, previous work has already been done on efficient and safe reconfigu-
ration languages [3, 5, 2] which could be leveraged in the context of this internship. More generally, our
research team is particularly interested by advanced DevOps techniques for microservices orchestration
(Kubernetes), as well as service mesh solutions which offer even more advanced dynamic features (Istio)
to reconfigure a distributed containerized system.

The internship will be structured as followed :

1. State of the art on existing FL platforms and academic platforms, how they handle the dynamic
adaptation when using FL;

2. Study and understand our FL case-study, and where and when a client selection is required for
optimization purpose ;

3. Considering the reconfiguration case-study identified in the previous bullet, study how to leverage
DevOps approaches (container orchestration, service mesh, etc.) or reconfiguration languages [3]
to perform this reconfiguration ;

4. Study decision algorithms to choose the new set of clients according to some optimization criteria ;

5. Conduct experiments to validate the approach and compare to existing approaches [4] ;

6. Write a scientific paper or a scientific report of the results.

3 Expected skills

The following skills are expected from the successful candidate :

• a student in the last year of a Master’s degree in Computer Science (or in the last year of an
engineering school with a computer science option) ;

• knowledge and experience on distributed software systems, in particular micro-services ;

1. https://github.com/FederatedAI/KubeFATE
2. https://wiki.akraino.org/display/AK/Federated+Learning
3. https://openfl.readthedocs.io/en/latest/source/openfl/communication.html
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• knowledge and experience on DevOps approaches such as Infrastructure-as-Code, containers, or-
chestration etc. ;

• knowledge and experience on Machine Learning, and ideally federated learning ;

• knowledge of the Python programming language ;

• a good level of English to contribute to the writing of a research paper ;

• an ability to collaborate and communicate ;

• curiosity and an appetite for learning new things.

4 Additional information

Advisors
— Hélène Coullon, IMT Atlantique & Inria team STACK, helene.coullon@imt-atlantique.fr

— Kandaraj Piamrat, Nantes Université & Inria team STACK, kandaraj.piamrat@univ-nantes.fr

Duration 6 months

Salary legal amount of 3,90C / hour, full time

Location IMT Atlantique, équipe Inria Stack, laboratoire LS2N à Nantes
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